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CHAPTER 1
Introduction

Advancement in the internet technology has brought the electronic commerce into the
21st century. This has revolutionized many aspects of the business operations and how
transactions are handled between businesses and customers. For many businesses, e-commerce is
an economical and efficient means to deliver goods and services to the mass public. There are a
wide range of business activities that are classified under the e-commerce umbrella, i.e., buying
and selling of products, online banking and financial services, outsourcing services, online stock
trading or auctions, providing recommendations of goods or services and many others. These
activities are done over the internet using electronic communications such as personal computers
or mobile devices. Examples of this online business model include transactions done on website
owned by companies with physical stores i.e., BestBuy and Macys, companies without any
physical presence i.e., Amazon and Dell, on community driven portals such as e-Bay and
through deals aggregator such as Headlinedeals.com or techbargains.com. There are many
reasons cited for the immense growth in the e-commerce, namely user empowerment,
conveniences, ease of buying and selling, the ability to compare prices and do research quickly.
Businesses that maintain e-commerce portal or software incur costs that include hardware,
software and personnel. However, these costs are not incurred by traditional business without an
online portal. Since the benefits gain from e-commerce far outweighs the disadvantages, it is
1

expected that the number of website providing online content directed to the consumers will
grow and many new sites will be added.
A number of reasons have been identified that made Amazon.com the most prominent
marketplace for buying and selling of goods. Some of the factors that influences a customer
behavior and attitude toward internet application can be categorized either into soft or hard
factors. The soft factors are web site usability, ease of use, trust, loyalty while the hard factors
are performance, reliability, fault-tolerant and security. The success of the online commerce
activity is not only driven by the business strategies but also by the effectiveness of the front and
back-end infrastructure to support customers need. Any company providing an e-commerce
solution will need to take account of the cost involved in setting up and maintaining these
services. The total cost of the solution will comprise of the internet infrastructure used to host the
e-commerce solution, licensed software and other expenses such as maintenance and technical
support. As the number of e-commerce companies continues to grow and make huge profits, they
are more keen to protect their online business from undesirable effects i.e., website becomes
unresponsive, hangs or freezes and delays in user response time. Usually the web site has a
complex method of supporting the varying request for a short and long-term usage. Since an ecommerce site can grow to become more complex with new features added or current
functionality extended, a good server hosting and management system must ensure that all
customers need are satisfied. It is important to have an online solution that is stable and can be
continuously monitored to ensure that it is operating at optimum. Users should not incur
additional performance degradation when the system is at its maximum capacity. While it is
desirable to have a fully functional system operating at its peak performance hundred percent of
the time, this goal is not always attainable due to the changes in an online environment. The
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nature of the e-commerce activity is very dynamic as the customer’s traffic profile can be bursty.
There are many cases and scenarios that may reduce the performance of the online system i.e.
unexpected surge in customers request and higher volume of demands exceeding the system
capacity. When these happens the e-commerce sites suffers from extremes cases of request
overloading which will then quickly reduce its effective and usefulness. Furthermore, all of these
will have an adverse effect to the customer’s experience i.e. large delays in accessing sites,
system not responding and site becoming unavailable. Moreover, the sites content may change
frequently according to the business plan and customer interests. If degradation in service
continues, customers will eventually lose confidence and motivation for buying or selling goods
or services. Thus, managing the performance of the e-commerce sites is challenging as a number
of parameters needs to be considered.
In today’s environment, e-commerce system has becomes more complicated with the
assimilation of newer technology such as business-to-business application integration,
virtualization technology and cloud computing paradigm. It becomes paramount to have a
system which is automated, self-manageable and can adapt itself to the changing environment
while delivering optimal services to its customers. The cloud computing model has moved the ecommerce traffic flow into a separate pluggable process that can work together to form a
cohesive platform i.e. a web application need to have API to work with other web based
application or data processing applications. In addition, the model and delivery of the computing
services has also evolved and this requires newer framework and infrastructure designed
specifically for applications running on the clouds. The research community have shown a great
interests in the following areas of system monitoring [1], performance measurement, service
differentiation [2], [3], web server management [4], [5] , adaptive control [6] and autonomous
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systems. The throughput of a server and the response time experienced by users are two
important measures that characterize the performance of the internet servers. The throughput of a
server increases with the increase in the workload until it reaches its maximum utilization. When
workload keeps increasing beyond its maximum capacity, the throughput starts declining rapidly
as the servers become overloaded. In addition, the response time will have larger delay and
frustrate the customers that are using the web site. Therefore, reducing server latency and
overcoming the overload problem is a key challenge in increasing customer’s quality of services
(QoS). The revenues gain by a business largely depends on its ability to deliver uninterrupted
services to its customer with optimal performance at all time. Thus, server overload can seriously
compromise this effort and should be avoided at all cost.
Admission control mechanism can be used to control the loads arriving at the servers and
manage it so the number of request made to the web server does not exceed the server’s capacity
to deliver services. The main motivation for our work is to implement and develop an admission
control policy that provides user with optimal quality of services and protects the multi-tier
system from experiencing overload condition due to massive request generated by users. We
propose an independent admission control mechanism to overcome the system overload problem.
Our approach uses the online measured system metric to control the volume of client’s request
sent to the web server. In this thesis we evaluated the performance of a multi-tier system using
our eMAC approach and compare it with a system without any admission control. Results from
the experiments indicate improvement in performance with minimal system overhead when
using our approach. In addition, the aMAC approach is autonomous and its modular design
makes it suitable for a distributed multi-tier internet applications. The complexity of the multitier internet system may span multiple distributed components on multiple server nodes. In this
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case, the system will not only need access control but also resource management to maintain a
consistent server performance. The capacity planning and resource management work is
complementary to our admission control approach. However, the focus of our work is on
overload prevention and a method to achieve a better balance between system performance and
efficient system resource utilization to meet the service level goals such as throughput and
response time.

1.1

Research Objectives and Contributions

In this research, we investigate the system overload problem in the e-commerce sites and
provide a solution that focuses on admission control mechanism to alleviate the problem. We
develop an integrated proxy based automated admission control mechanism called aMAC for a
multi-tier e-commerce system in a virtualized environment. The admission control logic
monitors the system performance metrics and resource utilization to make admission decisions.
This approach is implemented in distributed components so it can easily be adapted and
integrated in a multi-tier infrastructure. The approach delivers optimal performance even when
experiencing extreme overload conditions. The main contribution of this work is as follows;

i.

A front end python based web server proxy to receive client requests.

ii.

Tools to collect real time system utilization data. This data are used to measure
the multi-tier system performance.

iii.

Develop a software package that detects overload conditions in a distributed
multi-tier system operating in a virtualized environment.
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iv.

Develop a methodology to use the operating system performance metrics to admit
or reject user request to web server.

v.

Develop and automated admission control policy based on request volume for a
dynamic overload control.

In this work we have employed a variety of techniques such as combining varying
workload intensity and client usage pattern, virtualized multi-tier system setup, configuring ecommerce servers, observation and measurement of real-time system metrics, development and
deployment of the aMAC approach in an e-commerce infrastructure.

1.2

Organization of the Thesis

This section describes the organization of the thesis as follows. Chapter 1 introduces the
topics and gives the motivation and research objective for this thesis. Chapter 2 provides
background information and gives an overview of the overall research components. Related
work in admission and overload control is outlined in chapter 3. Our automated multi-tier
admission control approach and its implementation details are illustrated in chapter 4. Chapter 5
describes the experimental environment including the software, hardware and tracing mechanism
we used across various tiers. In chapter 6, we analyzed the results for performance evaluation,
focusing on the response time analysis, throughput of the system and identifying bottlenecks
using system performance metrics. Finally, we summarize our findings and conclude the thesis
by providing future work that can be extended from this research.

6

CHAPTER 2
Background
This chapter presents an overview of internet applications and describes the hosting
platform used in our work. Details descriptions and background information of each important
component in our research is presented.

2.1

Multi-Tier Web Application Architecture

Most of the internet applications are based on the client-server model. This model is used
predominantly in the business and online web applications such as banking and commercial
websites. The multi-tier model basically comprise of specific types of servers where their roles
and functionalities can be distributed into separate components. This system provides scalability,
increases availability, alleviates any maintenance problem or upgrading of systems. Specific
components of business logic or data processing can be deployed to different type of server
which may include web, application, database, mail server and file servers. This will reduce
contention for similar resources and allow the system to be more scalable and reusable. A typical
e-commerce site normally consists of two main parts, the front-end and the back-end network.
The front-end consist of web and application services accessible by the users over the internet.
Back-end consists of the security fire-walls and the database servers. Typically the front-end
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servers are comprised of the web server, application server, server load balancer and the secure
off-loader. Front-end web servers host the actual site content that clients see on the web
browsers. They serve different types of request from the clients, compromising of static content,
graphic or dynamic content.
In addition, web servers are the only authorized hosts able to access the back-end
database and the application services as necessary. The application servers are responsible for the
business logic services. The back-end servers mainly comprise of the database servers and the
firewall which would protect sensitive data from being accessed by the unauthorized clients. The
database servers reside in the back end of the network and house the data for the e-commerce
transactions as well as sensitive customer information. The client do not connect directly to these
servers, the web servers initiate connections to these servers when a client conducts a series of
actions such as logging in, checking inventory, or placing an order [7]. The configuration and
design of an e-commerce sites differ based on the type of services provided by the business.
There are two main classes of e-commerce sites, Business-to-Business (B2B) and Business-toConsumer (B2C), providing services to corporation and individual users respectively. For
example Sabre travel agency which provides traveling services to other corporation comes under
B2B sites, while sites like Amazon.com providing services to general users come under B2C
sites. Figure 1 illustrates a typical multi-tier architecture for enterprise deployment. In general a
multi-tier application such as e-commerce can span multiple nodes with each node having its
own logic and implementation.
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Figure 1: Components of a multi-tier enterprise application.

The multi-tier e-commerce system can grow in scale when the number of customers
using the system increases substantially. In addition newer components maybe added or existing
one extended to support this changes. Although larger system may increase user’s performance,
managing such a system for a sustainable period is not a trivial matter due to the complexity
involved. As each system is limited to its maximum capacity, there is always a need to balance
the system performance with its available resources. A good system should be robust enough to
provide good performance even in extreme cases when the volume of users spikes-up.
In an e-commerce application, a multi-tier system that spans multiple nodes requires
admission control to allocate available resources effectively and efficiently. This needs to be
done without sacrificing performance goals or system health. Studies have shown that a complex
system made up of distributed components will likely have different bottlenecks or limitation for
each of its components [8]. As the multi-tier system is made up of different component acting
together cohesively to provide services to the user, the bottleneck of each component also defers
9

based on the resources needed by each application. In addition, the unpredictable and varying
workload shifts the bottleneck across multiple tiers and makes a static admission control policy
inefficient and ineffective. In a highly dynamics environment such as this, the user pattern is
unpredictable and varies with time. Due to the shifting of the bottleneck and random user access
pattern, we need to design an admission policy which is more tune to workload changes and
responsive to user demands.

2.2

E-Commerce Traffic Analysis

The e-commerce traffic is dynamic and differs from other types of general web content
searches or usage. The main differences between e-commerce traffic and general browsing are
that it requires processing of data, interaction with application level software and verification and
authorization of users such as validating credit card information, etc. This technology which
relies heavily on internet accessibility and server availability requires massive server capacity,
management overhead, secure and reliable systems. The amount of users exploiting these
services has grown exponentially with the innovations made in modern electronic commerce
which relies heavily on the internet. A large percentage of the business transaction consists of the
buying and selling of product and services over the internet and other computer network. Some
common application related to electronic commerce includes email, online shopping and order
tracking online banking, teleconferencing and other online payment systems. To support the ecommerce activity a lot of equipment infrastructure is needed; including high-end web and
database servers, web management and high speed network interfaces.
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As the demands for the e-commerce service increases, it becomes crucial to have
sufficient infrastructure to support customer’s requests effectively. There is a need for equipment
and web management infrastructure for a sustained period of time due to the unpredictability of
the number of users utilizing this system. Apart from equipments, there is also a need for web
and management infrastructure to accommodate large number of users simultaneously and
support various services requirements and objectives. In order to provide sufficient infrastructure
and resources for the e-commerce sites it is important to understand the characteristic of the
traffic arriving at these sites. In general the e-commerce traffic can be classify into three category
based on their transactional behavior. The first category refers to the Business to Consumer
(BSC), whereby sites like Amazon.com provides services to general users. Traffic in the second
category provides services to other business and is known as Business to Business (B2B) type.
The last category is simply traffics similar to clients browsing the websites or accessing the
internet [7]. These three distinct types of traffic provides different usage model and loads to the
capacity of the front and back-end servers supporting the e-commerce websites.
In this context, admission control mechanism becomes important because of the quality
of services or the reliability of the system to provide customers satisfaction. The characterization
of the e-commerce traffic has become important to the design of a suitable and effective
admission control policy. As the e-commerce system is made up of separate and distributed
components, the bottlenecks and their performance varies depending on the time of the day and
the increase in the volume of users. In essence this validates our understanding and supports the
finding presented in later chapter. It is crucial to understand the overall system; as each types of
traffic impact different component differently in a multi-tier system. Some workload stresses the
back-end of the tier while other requires more resources from the front end of the system. Hence

11

it is imperative to have an admission control system policy that is sensitive to changes in the
workload.

2.3

Server Virtualization

The virtualization technology has enabled the computing industry to provide better
architecture for availability, reduce hardware cost, increase security and performance, maximize
usage of infrastructure and provide an efficient method for ongoing maintenance and
management. Overall virtualization has changed how the e-commerce and internet system are
managed and deployed. The term virtualization is broadly defined as an abstraction of computer
resources to which the operating system such as Linux, BSD and Windows can be ported easily
[9]. The main usage of this technology is for server consolidation, hardware independence,
multiple operating system configurations, kernel development and cluster computing. There are
many types of virtualization, however in our work the focus is mainly on the virtual machines
(VMs). Virtual machine is a form of software implementation of a physical machine that
executes a program like a real physical machine. The platform virtualization system used in this
work is based on Xen system [10], which is a form of para-virtualization. This means the Xen
virtual environment present a software interface to the virtual machines that is similar but not
identical to that of the underlying hardware.
This type of virtualization allows the virtual machine monitor to be simpler and reduces
the overall performance degradation when executing inside the virtual-guest system. Xen allows
users to effectively partition a single machine to enable multiple independent clients to run their
operating systems and applications in an environment. This environment provides protection,
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resource isolation and allowing the researcher to investigate issues regarding the best techniques
for virtualizing resources such as the CPU, memory, disk and network. The structure of the Xen
systems defines a hypervisor as the lowest and most privileged layer. Hypervisor schedules a
guest operating system above itself and has the responsibility of assigning the physical CPUs.
The first guest operating system is called “domain 0” and when a physical machine boots using
Xen virtualized environment, it is automatically booted to this domain. The subsequent guest
domain are then called domain U and can be managed from domain 0. Xen provides a
management interface that can be manipulated from domain 0 to create a new domain, control
their CPU, network and memory resource allocations, allocating IP addresses, grant access to
disk partitions and suspend or resume domains to file and so forth.
The management API is implemented as a set of libraries functions implemented in C
with Python language wrappers. We use a subset of this API to control and monitor the virtual
machines. Xen deomon (xend) performs system management function related to virtual
machines. Xend forms a central point of control and must be running in order to start or manage
virtual machines. The primary tool for managing the Xen from the console is the xm tool. It
allows user to create, list status, assign, reconfigure and destroy the virtual machines domains.
The most relevant features of Xen management to our research were the CPU and memory
management. Xen allows a domain’s virtual CPUs to be associated with one or more host CPUs.
This can be used to allocate real resources among one or more quests or to make optimal use of
processor resources when utilizing multi-core system, hyperthreading or other advanced CPU
technologies [10]. The mapping of physical CPU to a virtual domain can be done as needed
depending on the type of workload and the resources requirements. For a computation workload
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it is fitting to assign more CPUs to the virtual domain to increase performance. This is opposite
to an IO intensive task that requires more IO then CPU cycles.
Figure 2 shows the architecture of Xen 3.0 hosting four VMs (Domain 0, VM 1, VM2
and VM3). This architecture includes the Xen Virtual Machine Monitor (VMM), which abstracts
the underlying physical hardware and provides hardware access for the different virtual
machines. In this example the guest operating system in VM 1 and VM 2 are modified to run
above Xen and also have Xen aware drivers to enable high performance. The domain 0 can
access and control the interface of the other VMM. The management and control software run in
domain 0 and special privileges can be assign to other VMs to access directly the hardware such
as the CPU and memory [11].

Figure 2: Xen 3.0 architecture hosting four virtual machines.
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A number of research works has used virtualization technology for performance isolation,
resource management, capacity planning and automatic reconfiguration of server system.
Mergen et al. [12] demonstrates the use of the technology for rapid development, testing and
debugging of new applications or programs in the high performance computing environment.
Steinder et al. [13] explores how server virtualization can be used for autonomic management of
data centers running a heterogeneous mix of workloads. Padala et al. [14] illustrate the use of this
technology for resource sharing among different application in a virtualized data center. Rolia et
al. [15] proposes a capacity management planning system for server resource pools which
accurately estimates the per server required capacity with the required computing needs. Most
company owning large datacenter are looking at virtualization to consolidate their server
resources using virtualization technology for higher resource utilization, reduce energy costs and
simply their IT operations. Sun Microsystems and Hewlett Packard are some of the main users of
virtualization tools. They maintain large datacenter and require efficient and effective means of
managing and operating their server resources. Overall the virtualization technology has
accelerated the research done in server management, resource consolidation and system power
management.
The background information and key component to our research have been elaborated.
This will provide some understanding to the readers on the relevant component that is being
address in this thesis. The following chapter gives details on the related work relevant to our
research.
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CHAPTER 3
Related Work in Admission Control

Admission control implementation and methodology differs based on types of problem
and targeted application environment. Research in this area have identified some key approaches
such as web server modeling, queuing theory, control theory, provisioning and service
differentiation, observation and measurement of system metrics and using probabilistic and
statistical admission schemes. This chapter gives an overview of related work by discussing
representative work in some of the key areas.

3.1

Web Server Performance and Overload Control

Web server’s performance is very sensitive to the number of request being made for its
services at one time. The web server performance index, i.e. throughput or response time can
deteriorate if a larger number of requests is made simultaneously and exceeds its capacity to
service it. Due to the importance of the web server in the e-commerce business, a number of
studies have tried to overcome the problem of system overloading by tuning the web server
parameters or implementing an admission control mechanism in the web server environment.
Most related work has proposed several different mechanisms for admission control in the
context of web server and overload control. Yates et al. [16] established a relationship between
16

operating system resources to profile the web server performance. The authors demonstrated
how the software architecture and the operating system implementation at the application and
kernel level influences web server performance with respect to the varying workload and the size
of the requests. Banga et al. [1] examines difficulty encountered in measuring web server
capacity and proposes a new method to measure the performance of the web server by looking at
the variance of the web traffic and the servers capacity. Similarly, Almeida et al. [17] provided a
detail study on understanding server performance and measuring the capacity of the web server.
They evaluated web server activities and resource consumption using samplings and event driven
techniques by measuring the operating system metrics. Nahum et al. [18] presented a mechanism
using the socket connection and request optimization to reduce the number of packet exchanged
in a HTTP transaction to increase web server throughput and reduce unnecessary network
utilization. Thiemo et al. [19] proposed an adaptive resource based web server admission control
to protect the servers from overload by dynamically setting the maximum rate of accepted
requests based on the accepted resource consumptions of each requests. Sharifian et al. [20]
illustrated the growing need for web based application and proposed a load balancing algorithm
for admission control that provided performance isolation, dynamically estimating capacity and
load balancing among web server clusters.

3.2

Queuing and Control Theory

A number of researches have applied queuing and control theory to the field of admission
control and resource management. Cao et al. [21] used queuing theory to model and analyze a
web server system. In this approach a single server is modeled with having unlimited queuing
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and infinite storage capacity. A number of studies since then have used the M/G/1 abstraction
queuing model to represent the dynamics of the web server system. The arrival and the service
time use the Poisson or random process distribution. Kihl et al. [22] presented various methods
of modeling the web server system using non-linear queuing model. They used the ProportionalIntegral (PI) to design their admission controller. Lu et al. [23] designed an adaptive feedback
controller to differentiate service classes with proportional delay to guarantee web server
performance. Furthermore, their work encompasses changes to the TCP connection queue and
CPU scheduling policies in the kernel by using the root locus method for the controller. Tarek et
al. [24] used feedback control theory to provide overload protection, performance guarantee and
service differentiation in the presence of unpredictable load. In their approach they incorporated
a range of performance goals including performance isolation between different clients, service
differentiation and QoS adaption during overload conditions. The design of their feedback
controller provided a novel approach to managing the end system in the case of resource
bottlenecks.
Kihl et al. [25] presented an admission control mechanism designed with the combination
of queuing and control theory using the G1/G/1 web server system model and the PI controller.
Wei et al. [26] integrated the feedback control and queuing theory to provide a proportional
slowdown differentiation service model to allocate different classes of client requests for internet
server. This work established how the slowdown ratio as the QoS metric for a simple and fair
resource allocation. The authors expanded this approach to resource management in the ecommerce and web server domain [27]. The eQoS framework proposed monitors the client
perceived response time in web server and uses the adaptive fuzzy controller to allocate server
resources to each different classes of traffic. Similarly, in [28] the authors proposed a model
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independent approach to overcome the limitation of server model due to the dynamics of
workloads. This two level controller combines the client-perceived eQoS monitoring framework
as a practical method to guarantee a server provisioning during heavy loads and the controller
design has a higher accuracy rate compare to other non adaptive or liner controller. Further work
[29] illustrates an approach to provisioning different level of quality of services to satisfy
different client requirements to meet the changing resource availability. Their approach
integrates the queuing and feedback control theory to design an adaptive application level
resource allocation with the combination of QoS predictability. In another related work, Zhou et
al. [30] tries to explore and illustrates the modeling of client request pattern and server capacity
to provide different levels of QoS using the 2D service differential model for an online
transaction in the form of inter-session and intra-session.

3.3

Provisioning and Differentiation

Related work in admission control can also be viewed from the perspective of application
and service level differentiation. Li et al. [4] presented an algorithm to effectively allocate a
configurable bandwidth across various clients of unequal requirements for a fair consumption of
the web server resources. Implementation of the algorithm was integrated into the web server by
manipulating the maximum bandwidth; utilized and underutilized bandwidth, user required
assignment through acceptance and rejection of the user process. Almeida et al. [2] proposed a
priority-based request scheduling for kernel and user access to provide a better performance and
quality of services. Eggert et al. [31] studies the different levels of services desirable in the
internet service model and proposed a server side application level mechanism such as limiting
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process pool size, lowering process priorities and limiting transmission rate to provide user class
service differentiation. Cherkasova et al. [3], [32] demonstrated a session based admission
control to avoid the web server overload and provide a fair guarantee of service completion.
Their approach shows that augmenting the web server with admission control mechanism
provided a fair guarantee of service completion and protected the web server from becoming
overloaded. Bhatti et al. [33] proposed that server QoS architecture encompassing classification,
admission control and scheduling that can be used to provide different classes of users while
maintaining predictable performance when server usage is above its maximum capacity. The
implementation was done by adding the request classifier, admission controller and request
scheduler to the Apache web server component. Their evaluations and implementation shows
difference user class getting preferable treatments and distinct performance level even when the
system is overloaded with requests.
More recent work has studied the multi-tier server architecture in a distributed
environment with dynamic application and resource requirements. Liu et al. [34] proposed a
combination of queuing model and adaptive control to effectively model the system resources
allocation to meet the Service Level Objective (SLO) in a dynamic multi-tier web application.
This work seeks to combine the benefit of both the modeling using the queuing theory and the
self tuning capability of the adaptive control. Their approach is applied in a multi-tier
environment. Muppala et al. [35] illustrate a coordinated multi-tier measurement based
admission control that accepts different client session requests based on the utilization state of all
the tiers. The research used machine learning technique (i.e. Bayesion network) to model the
multi-tier system to find the probability of a session being admitted through inference made
between the tiers.
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3.4

Measurement Based Admission Control

Measurement based admission control is focusing more on understanding the behavior of
the system either at an extreme or at a stable condition. Key performance parameters that have an
impact on the service quality experience by end users are investigated. Types of performance
metrics used include application level metrics such as delay, operating system and hardware
performance counter to administer the request from clients. A number of research has analyzed
and studied the effects of workload intensity, bottleneck of resources, configuration parameters
of web server and service differentiation in relation to the QoS guarantees. Li et al [4] proposed
using this approach in the context of bandwidth allocation for simultaneous web users. Padhan
et al. [5] describes an observation based approach for self managing the web servers that can
adapt to changing workload while maintain the QoS requirements of different classes. Their
framework monitors different types of workload to identify the web server bottlenecks. Web
server parameters for each client request are configured based on the adaption module that
determines the relation between the resource parameters and the QoS goals for each service
class. Their implementation of the resource controller was done in the Linux kernel scheduler by
changing the proportional queuing scheduler for the socket’s accept queue and CPU run queue to
a weighted fair scheduler for the different service classes.
In more recent work, Rao et al. [36], [37] investigates the area of capacity planning and
the deployment of resources in the multi-tier systems during extreme conditions and identify the
bottleneck shifting in a website due to the changes in the workload pattern. The author’s
proposes using low level system measured data to find correlation between the system data and
workload pattern using the Bayesian statistical learning approach. This work was further develop
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into an online capacity measurement system to estimate the system wide performance by
inferring a coordinated predictor that measures the hardware performance counter for each
individual multi-tier with high overload prediction accuracy and low overhead [37]. Bu et al.
[38] investigated the Web server system and proposed the reinforcement learning algorithm for
autonomic reconfiguration of critical web server parameters in a virtualized multi-tier
environment when performance and workload changes.
The related work associated to admission and overload control have been discuss in
details. The following chapter gives an overview of our system and its implementation detail.
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CHAPTER 4
Automated Admission Control (aMAC)

4.1

Overview

This chapter describes the design of our controller and its integration with a web server
proxy. In general there are a few possible methods of introducing admission control mechanism
to the web system. The most common approach is to implement it directly to the web server
system and control the flow of the traffic from the client identified by some specific policies
[39]. This approach requires modification to the original web server code or newer server
program written to accommodate this logic. Although, this approach looks simple initially, the
main problem lies in generalizing the mechanism involve and replicating the implementation
across different platforms. The solution in one case may only be specific to certain server
software (i.e. program written for Apache web server will not work for Microsoft or Google web
server).
Another method is to use a proxy server which is placed between the client interface and
the web server as shown in Figure 3. The proxy server acts as the “middle man” and forwards all
requests made by the client to the web server using the HTTP protocol. The proxy server can
have a number of functions or potential purposes, including caching, filtering, anonymous client
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request for security and many more. In our work the proxy is used to implement the overload and
admission control mechanism.

Overload and admission
control mechanism
implemented here

Figure 3: Proxy based approach.

Overload and admission
control mechanism
implemented here

Figure 4: Server based approach.
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The main advantage of using proxy server is the isolation created between the client and
web server. This helps to reduce the complexity and administration of web server. In case of
fault or error happening in the web server, it is easier to diagnose the root cause of the problem
and find a solution. In addition, an independent proxy can easily be integrated to different web
server software without making any changes to the original server code. A proxy server function
can be implemented using an existing open source proxy or as in our case, extend the
implementation of the TinyHTTP Proxy to include the admission control mechanism. The
following section will describes in details the admission control scheme, the multi-tier overload
control detection and in general working of the aMAC-Proxy.

4.2 Automated Multi-Tier Admission Control Architecture

Our approach called Automated Multi-Tier Admission Control (aMAC) incorporates the
operating system level metrics overload detection and admission control. The programming is
done in python because it is a high level scripting language with object oriented features and is
suited for the integration work of combines separate component into a workable framework. The
overload control implementation is detached from the web server and act as the “middle man” in
forwarding the request made by the user client to the web server if the request is accepted by the
admission control. The aMAC-Proxy act similar to any normal proxy for a web server and is
placed between the web server and the client generating the request. Figure 5 illustrate the block
diagram of the aMAC architecture and its supporting components.
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Figure 5: Architecture of the aMAC admission controller.

The overall architecture of the aMAC with its supporting components is divided into four
main parts. Each part is represented by an individual process and threads that works
independently and delivers its output to the designated process or thread. Following are the main
block of each stage;

i.

Automated multi-tier admission control proxy (aMAC-Proxy)

ii.

Multi-tier system utilization and overload detection agent (MUDA)

iii.

Admission controller using operating system metrics (ACOS)

iv.

Multi-tiers monitoring agent

The next section will describe the functionality of each component in details.
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4.3

aMAC-Proxy

The aMAC-Proxy is a HTTP web server proxy with a front and back-end interface to
communicate with the client and web server. The main function of the proxy is to accept or reject
client requests depending on the current status of the multi-tier system. The request initiated by
the client will contains the following information; client IP address, request content, client socket
ID and the timing information of the request such as the received, dispatch and service time. A
request will be parsed successful by the proxy and sent to the web server based on the decision
made by the admission control mechanism. If the admission control finds that the system is
currently overloaded with too many request and no free resources are available, it will reject the
incoming request made by the client. The python Tiny HTTP Proxy [40] is used as the basic web
server proxy and its functionality is further extended to include the admission control logics. In
addition, measurement control mechanism such as throughput and response time was added.
The Tiny HTTP is a light-weight HTTP proxy and is freely available under the GNU
General Public License. This proxy provides support for HTTP/1.0 and HTTP/1.1 protocol and
acts as an intermediary between HTTP client i.e. internet browser and HTTP server i.e. any web
server. The Tiny HTTP proxy implements the GET, HEAD, PUT and DELETE method on
BaseHTTPServer that defines the basic implementation of the HTTP web server. The aMACProxy includes four main classes (BufferBaseHTTPHandler, ProxyHandler, aMACHTTPServer,
ThreadingHTTPServer). Together they accept and forward the client request according to the
status of the overload controller. The following is the description and functionality of each
classes;
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i.

Class BufferedBaseHTTPHandler: Buffers all requests from clients and then
parsed the requests before handing to the ProxyHandler to be managed.

ii.

Class ProxyHandler: Manages all clients request and contains methods to setup
connection to the web server. It also measures the activity related to a request and
provides statistic on various parameters such as total request rate, reply, arrival
time, served and rejection rate.

iii.

Class aMacHTTServer: Manages the collection of request in the queue based on
the updates it receives from the ACOS agent. Each request is accepted or rejected
based on the decision sent by ACOS.

iv.

Class ThreadingHTTPServer: Creates individual request thread to deliver the
request from the client to the web server.

4.4

Multi Tier Utilization and Overload Detection Agent (MUDA)

To determine the performance of a system, key system resources need to be monitored
over a period of time in regards to the changes in their usage and availability. These changes are
driven mainly by the workload volume and usage pattern running on the system. As the CPU and
memory is critical for the performance of a system, it should be monitored regularly to ensure it
is not overused or under-utilized. Its usage should be proportional to other components. In this
measurement based approach the operating system level parameter i.e. CPU utilization and
memory utilization is used to design the admission controller. The CPU utilization can be
measured by the amount of time a user and system spends completing a task at sampling interval.
A high CPU utilization in the range of 80 to 90 % indicates that the system is overloaded [41],
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[42], [43]. When the system is overloaded, processing of the current request is slow due to
resource unavailability. System becomes unresponsive and no further demands can be met. As
opposed to measuring the CPU utilization, finding the memory usage for a specific task or
process is much harder to obtain. This is due to the complexity of the memory management of
process in the operating system; i.e. actual memory utilization depends on how the operating
system manages the mapping between process and its shared libraries [44].
Generally most tools for system measurement do not provide an accurate representation
of the memory usage in the system. This makes it harder and more difficult to measure the
memory utilization in real time. However, there are some parameters in the Linux operating
system measurement tools that can be use to indicate if the system is running low on memory
due to high memory consumption by an application. As such, we are using swpd parameter in the
sar tool to indicate if the system is running out of memory due to high memory utilization. The
swpd parameter indicates the amount of the virtual memory that is place into the special
swapping disk space due to an increase in memory demands. The higher the swpd parameter, the
slower a server becomes as more data is needed to be copied from the disk. We are using the
swpd and the memory utilization parameter to indicate whether the system is experiencing
memory bottleneck.
The MUDA agent performs real time monitoring by capturing the system performance
metrics across multiple tiers. Each tier will have an independent MUDA agent i.e. application
and database tier each will have its own MUDA agent. It then processes the data statistically and
determines the overload status of the tiers. After processing the data it then sends the status
update to the ACOS agent for the admission control decision. In the experiment conducted by us
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using various workload combinations we found these two parameters (CPU and Memory)
influence the performance of the system the most.

4.5

Admission Controller Using Operating System Metrics (ACOS)

ACOS is a separate process that runs independently and receives inputs from the MUDA
agent. The pseudo code that shows the logic for admission control is shown in Figure 6. At each
second interval this agent will send a continuously update to the aMAC-Proxy. A simple
message will indicate if the request should be accepted or rejected. When the CPU or memory
usage reach a certain threshold value (such as above 80% for CPU Utilization), it will know and
the aMAC-Proxy will get the update. The ACOS agent will collect the status from each tier i.e.
application or database and will reject the subsequent request until the system experiencing over
utilization is under an acceptable state. The agent will continuously update its decision to the
aMAC-Proxy based on the overloads status of each tiers.

Pseudo code for aMAC admission control
While alive do
for all i such that 0 <= i <= number of tier do
read status from each tier
end if
CPU_Util = Measured over an interval
Mem_Usage = Measured over and interval
If (CPU_Util {all tiers} > CPU Threshold OR Mem_Usage {all tiers} > Memory Threshold) then
Decision = true (request rejected)
end if
If (CPU_Util {all tiers} < CPU Threshold OR Mem_Usage {all tiers} < Memory Threshold) then
Decision = false (request accepted)
end if
end while

Figure 6: Pseudo code of ACOS agent.
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4.6

Multi-Tier Monitoring Agent

Linux operating system is bundled with some common utility that are able to monitor the
system performance in real time. For example the vmstat tool that monitors the CPU usage,
while the sar tool that monitors the memory usage. Multi-tier monitoring agent collects the low
level system performance metrics. It monitors the multi-tier system (i.e. application and database
server) at a specified interval to capture the system metrics. The agent written in perl
programming language analyzes system performance data which are commonly available from
Linux system monitoring tool such as sar, vmstat, free, mpstat and iostat.
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CHAPTER 5
Evaluation Methodology

This chapter will introduce the testing environment and the evaluation methodology used
in our experiments. The experimental infrastructure is configured with standard software
commonly found in an e-commerce environment. The following software are used; Apache,
Tomcat and MySQL [45]. The implementation was tested using the following industry-standard
benchmarks; httperf [46] and TPC-W [47]. We deployed a two tier e-commerce system in a
virtual environment. Each component (i.e. application and database) were installed in an
independent virtual machine as shown in Figure 7. The apache-tomcat application is run in the
first tier while the MySQL database application is run in the second tier. Xen virtualization
environment (version 2.6.18.8) was selected over other competing virtualization solution (i.e.
VMware) due to Xen software being open source and able to supports a wide variety of client
operating systems and CPU architectures. All the machines were running the CentOS (version
2.6) operating system. The hardware and software configuration on the virtual machine is
described in Table 1. Both the application and database server were assigned similar hardware
resources in term of the CPU and memory resources.
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Figure 7: Experimental infrastructure.

Tiers Designation

Application

VCPUs Resources

Memory Resource (MB)

Application Server

Tomcat

4

1024

Database Server

MySQL

4

1024

Table 1: Hardware and software configurations in the virtual machines.

5.1

Web and Application Servers

The web server is part of the distributed client-server computing architecture that
separates the workload between the service requester (client) and the service providers (servers).
The primary function of a web server is to deliver web pages to the clients. Clients are
commonly the web browser or email clients requesting services from the web server using the
Hypertext Transfer Protocol (HTTP) to communicate. The content delivery to the client is in the
form of the web pages and images. While there are some specific web server such as Microsoft
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Internet Information Service (IIS) and the Sun Java System web server; there are many generic
open source web server i.e. Apache and Savant. By its very nature web servers are very
susceptible to web traffic overloads and other denial of services and security attacks. A lot of
studies on web server have focus on overcoming this limitation through anti-overload techniques
like network and server resource management, filtering traffic, applying web caches, etc. We
used the Apache web server due to its popularity and open access [48].
Application server is a software framework dedicated to the execution of the procedures
or programs for supporting the application layer program i.e. web applications. Application
servers are also known as middleware, it occupies the computing segment between the database
server and the end user and connects this two end users. Some examples of application servers
using the Java platform are Apache-Tomcat, WebSphere, JBoss, Sun Glassfish Enterprise and
WebLogic Server. In our work the application server was mainly used to serve the TPC-W
application using the Java Servlet. We used the Apache-Tomcat as the web and application
server and installed it in the application server virtual machine.

5.2

Database Servers

Database server is a computer program that provides database services to other computer
programs as defined by the client-server model. In a multi-tier architecture the database server is
located at the back-end of the tier and handles tasks such as analysis and long term storage of
data. Database server utilizes the Database Management System (DBSM) program to create,
maintain, accessing, controlling and restoring of end users data. We use the MySQL database
[45] as it is the most popular open source database and is commonly used in business and
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institutions. The TPC-W benchmark is bundle with a database generation tool to create databases
tables and upload the initial test data. This tool populates the database with a specified number of
items and information for a specific number of emulated browsers (i.e. client request generator).
The information stored is specific to a particular user visiting the site and no duplicate instances
from multiple machines are permitted. This allows for user authenticity and simulates a real
online transaction. In recent studies, database has become a critical component to the bottleneck
of web applications [8]. Most web based application requires client to retrieve and store
information into the database. This involves massive communication between the client and
database server leading to higher loads and degrades the database server performance.

5.3

Client Request Generator

The clients in this model are any computer making HTTP requests to the web server
application. The evaluation of any e-commerce benchmark must consider three key aspects;
workload characteristic, performance metric used and the sensitivity of the benchmark to the
metrics. We used the industry standard benchmarks such as httperf and TPC-W which is
modeled as an online bookstore. These benchmarks are used to validate our approach. In our
experiments the client generator was located on a separate physical machine than the application
and database server.
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5.3.1

Httperf Benchmark

Httperf is a tool used to generate HTTP request and measure performance of the web
server. Also, it can be use to stress server resources and for profiling the static web request from
clients. This tool was used in the experiment to generate traffics for the web server and to
monitor the CPU and memory consumption during under-utilized and overload conditions. The
design of httperf is logically divided into three parts that includes the core HTTP engine,
workload generation and collection of statistical data. The HTTP engine handles all
communication with the server and as such takes care of connection management, HTTP request
generation and reply handling. Workload generation is responsible for initiating an appropriate
HTTP calls at the appropriate times so a particular workload is induced on the server. The third
part, collection of statistical data, is responsible for measuring various samples and producing
relevant performance statistics. Interactions between these three parts occur through a simple yet
general event signaling mechanism [49]. The characteristic and robustness of the httperf makes is
an ideal tool to test the design of our admission control mechanism. The third part is of a
particular interest to us because it provides important measurement such as number of
connection made to the web server, request and reply rate and the number of connection refused.
These helped to validate the design of our admission controller and modify it if necessary.

5.3.2

TPC-W Benchmark

The TPC-W is the current standard workload generator for e-commerce sites. We use this
benchmark to profile client requests for the e-commerce application. Like all e-commerce
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benchmark, TPC-W has the client-server architecture and the client computer function as the
remote browser emulator (EB) to simulate the workload real customers would generate. The
system under test includes an HTTP server with web object, storage content, an application and
the database server [50]. This benchmarks stress both the application and the database tier
depending on the types of request made by the client. The TPC-W benchmark is considered to
encompass the multi-tier system dynamic as its implementation can be distributed in distinct
component installed in a single or across multiple machines. The TPC-W client utility for the
remote browser can generate three types of emulated session; browsing, shopping and ordering.
This parameter controls the types of client session created by the emulated browser. Each types
of session dedicates a certain percentage of user simulated environment for web applications to
browse for items, order items or do a combination of both. Typically there are fourteen types of
web interaction namely read only, update or query and a complex mix of web interaction. For
example Home is a read only query, the Shopping Cart is a type of update query and the Best
Sellers is a complex web interaction. In order to represent various types of users generating
different loads, the TPC-W provides different modes of workload to determine how a system
behaves under various traffic conditions. In general there are three types of workload Mix as
described below;
i.

Browsing Mix: This configuration has 95% of the requests coming from the
browsing types and 5% are of the ordering type.

ii.

Shopping Mix: This configuration has 80% requests coming from the browsing
types and 20% are of the ordering type.

iii.

Ordering Mix: This configuration has both 50% request coming from browsing
and ordering activity respectively.
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The most common server performance metric is the throughput and response time. In
TPC-W the measurement performance parameter used is the Web interaction per second (WIPS)
which is similar to throughput but is for a complete user session measurement. The second
parameter is the Web interaction response time (WIRT) which is similar to response time.
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CHAPTER 6
Experimental Results and Analysis

Our approach was evaluated systematically by analyzing various aspects of the multi-tier
system using the admission control (aMAC) mechanism. The first part of the experiment was
designed to understand the workload characterization of a multi-tier system that hosts an ecommerce website. The characteristic of the e-commerce traffic that affected the system
performance was studied. Mainly, we analyzed the utilization of the CPU and memory
parameters. This allows us to identify the resource bottlenecks and workloads conditions that
lead to performance degradation. Httperf and TPC-W workload was employed to stress the
system so its performance could be measured. A number of test cases were executed against the
aMAC to determine its capability and performance under various traffic conditions. The details
of the experiments are described in the following section.

6.1

Impact of E-Commerce Workload on System Resources

The experimental setup consists of the multi-tier components in the virtual machines to
simulate the actual e-commerce environment. Experiments were conducted to determine the
system response and identify critical parameters that affect the system overload conditions. The
workload was increased gradually using htttperf and TPC-W benchmarks with different type of
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workload combination. We collected the CPU and memory utilization data and plotted it with 95
% confidence interval of the mean CPU and memory utilization.
Figure 8 shows the CPU utilization under different tiers (i.e. application or database) with
respect to the number of request generated by the httperf. In this experiment only static content
was requested by clients. As noted the CPU utilization does not increase substantially because
serving static contents does not require the use of much CPU cycles. Note that the CPU
utilization on the database tier was lighter due to less database queries made in this experiment.
Figure 9 shows the memory utilization when serving static content. Here we notice unlike CPU,
more memory is used when workload increases. However, due to serving content the memory
usage on the database tier was low even at higher loads.
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Figure 8: CPU utilization when serving static content
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Figure 9: Memory utilization when serving static content.
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Figure 10: CPU utilization when serving dynamic workload mixes.
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Figure 10 illustrate the CPU utilization for the application and database tiers with
dynamic workload mixes (i.e. browsing, shopping and ordering from TPC-W). It can be seen that
the CPU resource usage is higher on the database tier compare to the application for each
workload type. Note that certain workload stress the database more due to the composition of
the client’s activities. For example the shopping and browsing types of workload requires higher
CPU resources compared to the ordering type. This might be due to the nature of the transaction
that require more access to the database to retrieve web contents and client authorization
accessing that ultimately incurs more CPU cycles.
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Figure 11: Memory utilization when serving dynamic workload mixes.
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Similarly, Figure 11 shows the memory utilization of the application and database server
with varying workload type. Overall the memory utilization for the application tier is much
higher compare to the database tier for all types of TPC-W workload. Primary this is due to the
nature of the workload that requires high IO interaction and memory usage. Result in section 6.1
highlights how the resource utilization shifts based on the type of clients activity and its effect on
the individual components of the multi tier infrastructure. The data shows a correlation between
the system performance and the utilization metrics with respect to the traffic arriving at the front
and back-end e-commerce servers. The impact of the utilization on the multi-tier system is not
consistent across different components. When one component of the multi-tier system becomes
unavailable; the overall system performance deteriorates.

6.2.

Impact of E-Commerce Traffic without Admission Control

When developing a good admission control mechanism, it is important to understand the
impact of the aggregated traffic arriving at the web server. In this section we will analyze the
performance of the web server in terms of its capacity to deliver services when there is an
increase in traffic. We measured the web server response time, reply rate and number of
connections with increasing workload when there is no admission control at the web server. The
experiments was conducted using httperf with the following configuration; setting the maximum
number of connection from the web server as 1000, timeout of 5 seconds and requesting a file
size of 93 Byte from the web server.
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Figure 12: Impact without admission control on (a) response time, (b) reply rate.
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As seen in Figure 12 (a), the response time increase almost linearly with the increase in
the number of request. When the number of request exceeds 10 million the system becomes
almost unresponsive. At this point the response time was measured beyond 3000 milliseconds.
Figure 12 (b) shows the reply rate of the web server with respect to the increase in client
requests. The graph shows a linear curve until it reaches the peak at 1000 request made by the
clients. When more requests are made beyond this point, the reply rate drops considerably. At
this point the web server becomes saturated and it cannot handle more requests from the client.
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Figure 13: Impact of web traffic on the web server throughput (connections/sec).

Figure 13 shows the impact of web traffic on the web server throughput based on the
connections made to the web server. The web server saturates at 185 connections per seconds
when the number of request is at 1000. As requests are made beyond the capacity of the server,
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the throughput declines slowly and then rapidly until it reaches 137 connections per second at 10
million requests per second.

6.3

System Performance with Admission Control using aMAC

This section will details the experimental result using the aMAC approach in the
admission control mechanism. The approach is evaluated in stages. The first stage is collecting
the baseline data. Second stage is to ensure our approach did not contribute to additional
overhead. The final stage is to measure system performance with and without using our
approach. In these experiments we fully utilized all the fourteen types of TPC-W web
interaction. Requests were generated from java servlet classes in the TPC-W such as i.e.
TCW_buy_request_servlet, TPCW_order_display_servlet and TPCW_best_sellers_servlet.
Figure 14 shows the response time of each different classes of request as measured in the
aMAC-Proxy. This data is used as a baseline measurement for the TPC-W benchmark to retrieve
the dynamic pages for each request. The baseline data was collected for comparison purposes
and to observe if there were any drastic changes in the response time when the admission control
mechanism was integrated with the aMAC-Proxy.
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Figure 14: TPC-W servlet individual service time baseline measurement.

Normally, a web proxy resides on the same server machine as the web server. Here it is
essential to first determine that no overhead is created by the proxy as it may affect the server
performance. Preliminary data shows that there was no additional overhead when the aMACProxy was placed between the client and the web server. Figure 15 shows the cumulative
throughput measured in WIPS when the number of request was increase from 1 to 1000.
Comparison is performed between a direct connection to the web server and when the aMACProxy is used. In this experiment the admission control mechanism is disabled and the aMACProxy is used only to relay all client request to the web server directly. The result in Figure 15
clearly indicates that the existence of aMAC-Proxy does not contribute to any performance
degradation.
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Figure 15: Throughput with increasing load when admission control is disabled.
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Figure 16: Response time with increasing load when admission control is disabled.
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Similarly, Figure 16 demonstrates the average response time when comparison is
performed between a direct connection to the web server and when the aMAC-Proxy is used. As
expected the response time increase linearly with respect to the number of increase clients. The
nearly identical response time curve shows that adding the proxy mechanism does not have any
significant impact on the system performance. The response time plot here is measured at the
client side by analyzing the output file while running the benchmark. The response time
measured here has the additional overheads, including the network delays, waiting/queuing
delay, CPU scheduler delays and other client processing delays.
The next set of experiment was conducted to determine the performance of the aMAC
approach when admission control was enabled at the proxy. Experiments were executed with
various workload types to evaluate the system throughput and response time with admission
control enable and compare it with a system that might not be using any admission control
(uncontrolled case).
Figure 17 (a) and (b) shows the throughput measurement when the number of request is
increase from 1 to 2000. Here the client request is increased to a high value in order to overload
the system and observe the aMAC performance. As can be seen aMAC is able to maintain a
significant throughput level even at high loads. The throughput level shows a downward trend
for the uncontrolled case (without admission control) as overload takes effect. The aMAC is able
to overcome the overload effect and maintain the throughput at a consistent level by admitting
request only when the system is able to respond. The affect of the aMAC control is more obvious
especially when the load of the system increases beyond the capacity of the system.
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Figure 17: Throughput with different workload mixes when admission control is enabled.
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Figure 18: Response time with different workload mixes when admission control is enabled.
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Figure 18 (a) and (b) shows the response time with respect to an increase in the workload
when admission control is enabled using aMAC. The response time measured did not deteriorate
significantly. Overall the results shown that the aMAC approach can address the problem of
overload control in the web server. This has mainly to do with the design and implementation of
the aMAC which is modular and independent in comparison to other approach that is normally
integrated into the web server. The next chapter concludes the thesis findings and provides future
direction for our research.
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CHAPTER 7
Conclusion and Future Work

7.1

Conclusion

In this thesis we have presented an autonomous admission and overload control approach
using the system performance metrics in a multi-tier virtualized environment. The main
contribution of this thesis is the development and deployment of the aMAC admission control
architecture which includes an HTTP python web proxy, software packages that contains detect
overloads condition in a distributed multi tier environment using system metrics, develop an
automated admission control mechanism that protects the system from becoming overloaded
while maintaining optimal performance.
In order to reduce the resources spent on a request which are eventually discarded due to
system being in a saturated or overload conditions; admission control should be perform as early
as possible in the duration of a transaction or request. Adaptive and autonomous admission
control enables a better resource utilization of a system while maintaining high throughput when
a system is reaching an extreme condition. The integration of the admission control mechanism
to a proxy also makes the implementation more feasible as it is independent of the web server
logics. Our research and result demonstrates that it is highly desirable to have such an admission
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control mechanism. The multi-tier admission control approach described in this thesis was
implemented and evaluated using the TPCW-W benchmark.

7.2

Future Work

In future we plan to investigate other web workload that stresses both the front and backend servers of the multi-tier architecture. This will give a more comprehensive evaluation for our
approach when applications that utilized all the tiers components are included. We are also
extending the scope of the system to include other resources bottleneck such as IO and network
performance metrics. In addition, we are also exploring other admission control policy that is
more adaptive and intelligent by considering the machine learning algorithm, statistical
correlation or data mining techniques. These schemes can be easily integrated to our aMAC
architecture. Another area to consider is the resource provisioning from the viewpoint of
different service classes and variable resource consumption for each classes. As the resource
management work is complementary to our work the aMAC approach can be extended to include
recourse provisioning and service differentiation.
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Web and e-commerce applications have become popular and are increasingly dominating
the internet usage today. They frequently experience service degradation due to high volume of
traffic originating from the customers. It is important to balance the available system resources to
provide satisfactory quality of services without having an adverse effect on the system due to
system overloading. Prior work in this area has looked at the admission control mechanism as a
means to alleviate this problem. In our approach we develop a real-time autonomous multi-tier
admission control (aMAC) that includes a controller which uses operating system performance
metrics to detect and trigger overload condition and accept or reject requests coming to the web
site. aMAC was tested in a distributed virtualized multi-tier e-commerce environment running
industry standard benchmarks. Experimental results indicate that the system is able to maintain
optimal performance while avoiding overload conditions.
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